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Abstract

The popular trend in today's technology driven world is ‘Cloud Computing’. Cloud computing
has become the growing idea in the sector of IT. Cloud computing helps the user to store and
access their data over the internet rather than their computer's hard drive. Cloud Computing
addresses that data is stored at a local place and is synchronized with other web information over
the network. In today’s world, cloud computing is used at many places including small or big
business. As it includes wide range of data and people, therefore there is a requirement to make it
protected. Cloud security is the one way of protecting the data using many encryption and
decryption techniques. Again, there requires the need of authentication. Authentication is the
process by which we can know whether a user is authenticated or not. There are certain
authentication techniques, which are used for the authentication of the users. Here proposed, a
dual authentication technique, which consists of three phases, which provide high data security
to the cloud storage. The uses of authentication techniques are makes our data safe and secure.
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Introduction cloud services online provided by the cloud service

providers. The data can be interrupted by malicious user

Cloud Computing is changing our lives day by day. Al who may change the data. Authentication is the
the day to day activities like banking, E-mail, Media, = mechanism of identifying whether someone or
Streaming, and Ecommerce all use the Cloud. Cloud  something is who or what it declares to be.

Computing offers services and applications that are
offered on numerous devices over worldwide. Cloud
Computing is not just used by the organizations, but also
it is useful for average people as it does not require any
installation on our system.

It only requires good quality of internet and all the
services could be accessed as pay per use. These
offerings are provided over three different types of cloud.
Cloud security is the safeguarding of data stored on the

126

Authentication technology provides access control for
the systems to check if a user’s credentials match the
credentials in the database of authorized users or the
authorized network.

Users are provided with user ID, and authentication is
accomplished when the user provides his/her credentials,
for example the password matches with the password
stored in the database. There can be a single
authentication factor or multifactor authentication.
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Authentication is one of the techniques who play a major
role in cloud data security. The various possible security
attacks on the CSP (Cloud Service Provider) are
prevented by applying different authentication
techniques, which verifies whether a user is
authenticated or not by identity when a user wishes to
request the services from the cloud service providers. It
prevents the shared information from the outsiders i.e.
the users who are not authorized. This proves the user is
authenticated and can access further.

Literature Survey

In (1) this paper reviews that authentication is one of the
major techniques in cloud computing security. In this
paper he explains various methods of authentication., as
authentication plays a marvellous role in maintaining the
validation of the shared data in cloud, thereby increasing
the security which is the major issue in cloud computing
environment. This shows their paper (2) identifies that
the issues related to cloud computing deployment are
security, attacks, privacy and trust which reduces its use
and benefit to user.

This paper also suggests that the most popular Identity
Management System (Idm), working in the field of
mobile cloud has many faults in authorization
architecture. In this paper they indicated some limitations
into their access control model, like that of stealing the
access tokens during authorization.

As a solution, they proposed some modifications to the
original access control model. They (3) proposed a
model which allows users to authenticate to the service
securely and control the disclosures of their attributes.

Their model produces the user a flexibility to make
instant identity along with credential required to
authenticate service provider. In this approach, there are
multiple adhoc identities for users that can be used
during supply of personal credentials to the service
provider.  Paper shows (4) privacy-preserving
authentication protocol for efficient data security was
proposed. New challenges to privacy can be brought by
users who want to access and share each other’s
authorized data fields to achieve dynamic benefits from
the cloud.

An efficient attribute based access control is adopted to
understand that the user can only provide data sharing
among different users. It is focus on applications where
the inaction of the computation should be reduced, i.e.

127

the computation should be as small as possible for
submitting the query until receiving the outcomes(5).
Proposed (6) a hybrid algorithm which uses encryption
as a primary security policy. Encryption is a process
which translates data into another form i.e. from plain
text to cipher text, so that only people who can access
through the secret key can read it. In today’s world,
encryption is the most popular and effective for data
security.

The proposed hybrid algorithm comprises of different
encryption —decryption techniques such as AES
(symmetric cryptography technique), SHA-1(hashing
technique), and ECC (elliptive curve cryptography) for
the categorized sensitive data. During transit as well as
storing, there is a main aim of this algorithm to increase
the data owner’s control of data.

A three-tier privacy aware cloud computing model is
proposed for three categories of the data, NP, PTP, and
PNTP. In (7) along with his colleagues, evaluated the
existing model of data duplication in cloud computing.
Some of the cloud storage techniques like chunk
calculation, distributed hash table and bloom filter has
contributed to load balancing management in cloud
computing systems.

They identified several risks associated with cloud
computing such as Data access, Lack of trust and
authentication, Data Segregation, Data Breaching,
Virtual Machine Security, VM Sprocol, Verification of
Identity and signatures.

Proposed Work

To reduce the problem of unauthorized access, we have
designed a dual authentication technique for secure data
transmission in cloud data storage.

Explanation of the Method Using A Flowchart

This is the entire mechanism used in the dual
authentication technique. It consists of three phases
which are described in the flowchart given below. Here a
mechanism is designed which consists of three phases
such as:-

1) Registration Phase —In this phase, the user registers
to the cloud services through his various credentials
like e-mail id, mobile number and password to the
CSP. After the completion of registration, the CSP
provides USK; to the registered candidate which is
unique for every user
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2) Authentication Phase —In this phase, the user and the
CSP authenticates each other by providing hash code
and encrypting it and again decrypting it to get the
authenticated code back. If both the hash codes match
with each other, then the user is authenticated. If they
do not match the user is unauthorized and he is not
allowed to access the services of the cloud.

3) Access Service Phase- In this phase, if the user is
authenticated he can access the services of the cloud.
The user is allowed to access the services using the
session key. The user and the cloud create the session
key using the Diffie-Hellman key exchange. If both
session keys are matched then their services are
enabled.

This procedure is highly secure as it creates dual

authentication and the role of any attacks or intruder

attack is prevented. The user, CSP, and the cloud server
creates a highly secure transmission network and then
the user can store his data in the cloud storage.

Details of Algorithms

(i) SHA-256 — During the authentication request phase,
the CSP generates the HC using the random number N
and the USK by SHA 256 algorithm and then verifies
the newly computed HC value with the HC which is sent
from the user side. If the two HC value match, then the
CSP hashes the Hash Code to get the Authentication
Code (AC).

(ii) Diffie-Hellman Key exchange — User and Cloud have
setup their session key for the access service phase. First
the user asks cloud for the transmission of data with
Diffie-Hellman parameter, and then the cloud gives back
the response to the cloud. After this the session key is
generated. Now the transmit message can be encrypted.
Now also transmit the encrypted message with code.

Method Using Dual Authentication and its Results

In this technique, the user and the cloud service provider
are authenticated by each other, so that no unauthorized
user can access the data stored by the user in the cloud
server. Here, the entire process which includes three
phases is explained below with the description of every
phase and their requirements. The notations are
explained in the table provided below, these notations are
used in the proposed technique (11-17).

Phase :1- User Registration Phase

(i) Foremost of all the services of cloud storage to be
accessed by the user, the users have to register with

the Cloud service provider. The user is required to
enter all the credentials, which are important for the
registration process. The credentials like his
username, password and e-mail id. The entered
details are stored on the CSP end.

(i) While each user performs registration, the CSP
provides a unique code to the user, which later is
used at the time of authentication of the users.

(ii) After the completion of the registration process, the
CSP provides the USK; to the registered candidates.
Which is unique for every user and the CSP also
maintains the list of all the registered users and their
respective USK; in the storage area. The CSP
provides the USK; to the users through e-mail, and
the generated code on their mobile number.

Phase 2 — User’s Authentication Process

User store (USK;) with them. Then he first enter his /her
code through the option apply code. Then the cloud
server compares the cloud with the code stored in the
database. If they match the user is allowed for the access
of services in cloud.

Phase3--Cloud Service Provider’s Authentication
Process and the Provision of Authenticated code (AC)

User selects random number N.

HC = SHA — 256(USK || N) ...(1)

This is the Authentication Request-

(EUSK(N || HC | IDU) || (IDU || IDCSP || TS1)) ... (2)

Then the CSP chooses two numbers — a; and b, such that
al’ bl IS Zq

And identity of wuser is calculated by using

_a b
IDU = g;* % g;"modq Here, g, and g, are the generators
of Za

Cloud server receives the packet, appends its identity
IDcs and increments timestamp value TS; to get
TS,.Then the Cloud server encrypts the entire message
using the CSK which is known only to Cloud service
provider and cloud server as given in the Equation
below-

(Ecsg (Eysg(N | HC || IDy) | IDy | ID¢sp | TS, Il ID¢s)) ... (3)
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The Cloud service provider decrypts the packet received
from CS using CSK of the CS and validates the CSK
with its identity 1Dcsk as given in Equation (4).

{(Desg(Ecsg(Eusxg (N || HC 1| IDg)
IDg N IDgsp | TS Il IDgs))) .- (4)

The cloud service provider also verifies its identity IDcsp
after decrypting it using CSK. After verifying its
identity, the CSP decrypts the packet using USK of the
particular user and verifies the IDy,

(Dysx(Busk (N | HC 11 IDy))) .. (5)

Figure.1 Proposed Dual Authentication Mechanism

‘ NO | YES

i ~

Then, the CSP generates the HC using this random
number N and the USK by SHA 256 algorithm and then
verifies the newly computed HC value with the HC
which is sent from the user side. If the two HC value
match, then the CSP hashes the Hash Code to get the
Authentication Code (AC)

AC = SHAZSS(HC) s (6)

The CSP includes the user ID, incremented time stamp
value and also it includes the lifetime of the AC along
with the AC and encrypts this sequence with its private
key of CSP (CSP- Pwt) to create a digital signature.

Thus any of the user can verify their digital signature
using the public key of CSP. But, no user can regenerate
this digital signature because it is generated using the
private key of the CSP.

(Ecsp-pue(AC Il IDy || TS; | Lifetime)) ... (7)
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This forms the authentication response. To securely
transfer this AC to the correct user, the Cloud service
provider also encrypts this authentication response using
the USK value of the corresponding user and CSK of
Cloud server.

((Ecs(Eysx(Ecsp—put(AC Il IDy | TS5 I
Lifetime))) Il IDgsp)) - (8)

Finally, the cloud service provider sends the packet to
cloud server. Cloud server receives the packet from CSP
and decrypts the packet using its CSK.

{(Dcs(Ecs(Eusk (Ecsp—pve (AC 1| IDy |l
T'Ss |l Lifetime))) Il IDcsp)) --- (9)

On receiving this message, the cloud server is able to
check the identity of cloud service provider (IDcsp),
verifies that whether it is sent by the legitimate cloud
service provider or any malicious node. After verifying
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the identity of CSP, the cloud server sends the packet to
the user.

(Eysk (Ecsp—put (AC I IDy | TS5
Il Lifetime))}) Il IDcsp)) ... (10)

The user decrypts the packet using its USK, and then
verifies IDcsp,

(Dysk {Eysk (Ecsp_pu (AC T ID, [
TS, [ Lifetime))) [11D.gs))

After that, the user verifies the IDy by decrypting the
resultant message using the public key of the Cloud
service provider.

(D E AC 01D, [ITS, O Lifetime))) - ~(12)

CSP-Pub ( CSP-Pwt (

Phase Three-- Access Service Phase

Suppose user want to communicate with the cloud i.e.
access the services of the CSP.

User selects his/her private key Py.Then the user
calculates his public key and sends to the cloud. Cloud
selects its private key Pc. Then it calculates its public key
and sends to user. Once the user receives cloud’s public
key, he can generate the session key(20-22):

(Pric)™, meanwhile cloud can calculate its session key:
(Priy)™ ¢ once he receives user’s public key.

Set up the session key- User— Cloud: Message (ask
cloud for the transmission of data with Diffie-Hellman
parameter a, g, Priy) Codey (M;|TS),Certysr

Cloud —User:M,
parameter Private
HMAC(M,)

(respond with Diffie Hellman
cloud) COdecloud (M2|TS),Certc|0ud,
User—Cloud: M3 (session key is built), HMACsk(Ms)

Transmit subsequent encrypted message User—Cloud:
Esk (m)

Transmit subsequent encrypted message with code-
User—Cloud: Ey (m|Code(HMACsk(m)))
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On the setup of the session key, user defines a primitive
root of a prime number g. Then the user select a random
number P, and computes Private,=a"“modp. The cloud
and the user can thus communicate with each other. The
user can further access the services of the cloud (22-28).

Future Work

Due to the wide usage of cloud platform for various
applications over a few years, users concern about
maintaining his privacy of the data becomes vital. In
cloud computing, security plays a vital role in cloud data
storage and data transmission that needs to be addressed.
Therefore the growth of rust has become the main
motivation of this research. Out of different techniques
which are used for cloud security, authentication is one
of the main factors to be secured. Actually,
authentication of user becomes an important issue in
cloud computing in order to protect the personal
information in cloud service providers. There are many
authentication techniques which are used as a medium
for enhancing the security which works as the main
loophole or issue in cloud computing. The various
authentication techniques help the user to store their data
or application on Untrusted Cloud environment. In the
future several other methods can be used for the
authentication of the user. The use of cloud security
techniques will be increased and various cryptographic
and authentication methods can be implemented for high
security results. In our method, we can also add more
security parameters for better results. Hence, the user
risk of data loss can be improved.
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